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Today’s rapid development of information technologies has affected all spheres of public life. There are more and more reports in the media on the disclosure of criminal offenses in the field of telecommunications, Internet services, banking institutions, payment systems, etc. To set up a perfect, efficient, professional and high-tech system of special law enforcement agencies that will be able to counter the threats of cybercrime is one of the most significant tasks in developing the defense system of any state. The experience of the past few years has clearly shown that certain manipulations, carried out by a group of cybercriminals with the help of special equipment worth several thousand dollars can cause damages that may reach millions of dollars. 
Having been at war with the Russian Federation for seven years, Ukraine is still trying to elaborate an effective system of law enforcement agencies that can really ensure reliable protection of the rights and freedoms of its citizens in cyberspace. 
Cybercrime is one of the five most common economic crimes in Ukraine. It is the fifth most significant type of economic crime in Ukraine, falling behind illegal misappropriation of property, bribery, corruption, undermining market competition and manipulation of financial statements. According to the results of the survey, cybercrime accounts for 23% of cases of fraud in the world (as it was reported by survey participants) on the whole, and 17% - in Ukraine in particular [1]. 
The key normative-legal act regulating the procedure of ensuring the protection of the state from committing cybercrime is the special Law of Ukraine ”On Basic Principles of Cyber Security in Ukraine”. The latter outlines the legal and organizational basis for protecting the vitally important interests of a man and a citizen, society and state, national interests of Ukraine in cyberspace; the main objectives, trends and principles of state policy in the field of cybersecurity; the powers of state bodies, enterprises, institutions, organizations, individuals and citizens in this area; the basic principles of coordination of their activities to ensure cybersecurity [2]. 
In Ukraine, the state cybersecurity policy relies on general and special bodies of power. Among them are: the State Service of Special Communications and Information Protection of Ukraine, the National Police of Ukraine, the Security Service of Ukraine, the Ministry of Defense of Ukraine and the General Staff of the Armed Forces of Ukraine, intelligence agencies, and the National Bank of Ukraine. Each of the above bodies contains relevant units that deal with cybercrime. 
The State Service of Special Communications and Information Protection of Ukraine (hereinafter - the Service) is a state body that ensures the functioning and development of the state system of government communications and the National Confidential Communications System. It is also in charge of the implementation of state policy in the fields of cryptographic and technical protection of information, cyber protection, telecommunications, the radio frequency resource of Ukraine, the special postal service, the Government Courier Service, as well as performs other tasks in accordance with the law. 
In compliance with Part 1 of Art. 5 of the Law of Ukraine ”On Basic Principles of Cyber Security of Ukraine”, the State Service of Special Communications and Information Protection of Ukraine has the following structure: the central executive body that ensures the implementation of state policy in the field of special communications, information protection, telecommunications and radio frequency resource of Ukraine; territorial bodies of the central executive body, which ensure the implementation of state policy in the areas of special communications, information protection, telecommunications and radio frequency resources of Ukraine; territorial subdivisions; the Head Department and Subdivisions of the Government Courier Service; educational, health care, sanatorium-resort, scientific, research, production and other institutions and organizations [3].
The main tasks of the Service are: the implementation of state policy in the areas of cryptographic and technical protection of information, cybersecurity, telecommunications, the radio frequency resources of Ukraine, the special postal service, the Government Courier Service; protection of state information resources, which is envisaged by law; protection of information-telecommunication systems and objects of information activity, as well as protection of the spheres where state information resources are used in terms of counteraction to technical intelligence; providing for the functioning, safety and development of the state system of government communication, the national system of confidential communication; participation in the implementation of state policy in the fields of electronic document management (in terms of information protection of state bodies and local governments), electronic identification (using electronic trust services), electronic trust services (in terms of setting requirements for security and information protection when providing and using electronic trust services, control over compliance with the requirements of legislation in the field of electronic trust services); ensuring (in the order established by law and within the competence) the activities of entities that directly counteract to terrorism. 
The official site of the Service contains up-to-date information regarding the cyber protection measures. For instance, the System of Protected Access of Public Bodies to the Internet has blocked 48,625 different types of attacks, which is 8% more than during the previous week. The vast majority are network attacks at the application level (98%), although 17 DDoS attacks were recorded and blocked too. The system for detecting vulnerabilities and responding to cyber incidents and cyber-attacks at the monitoring facilities has recorded 988,554 suspicious events (which is 44% more than during the previous week). Among them: attempts to obtain user rights - 49%; attempts to obtain administrator rights - 20%; violations of corporate security policy - 11%; suspicious entrance code - 8%; use of non-standard protocols - 6%. During this period, Computer Emergency Response Team of Ukraine (CERT-UA) registered and processed 1,957 cyber incidents (which is 10% less than the previous week). The vast majority of the processed incidents belong to the UACOM domain zone (about 99%). Most incidents concern the distribution of malicious software - 98% [4]. 
This activity is highlighted weekly on the Service’s official site. 
Another body to combat cybercrime is the National Police of Ukraine. According to the Law of Ukraine “On Basic Principles of Cyber Security of Ukraine” [5], the National Police of Ukraine is one of the main elements of the national cybersecurity system that Ukraine is currently actively developing in accordance with global trends in cyber security. 
In compliance with the Law of Ukraine “On the National Police”, the tasks of Ukrainian police comprise: 1) ensuring public safety and order; 2) protection of human rights and freedoms, as well as the interests of society and the state; 3) combating crime; 4) providing (within the limits set by law) assistance services to persons who, for personal, economic, social reasons or as a result of emergencies, need such assistance [6]. 
Taking into consideration the peculiarities of the work of the Cyberpolice Department of the National Police of Ukraine (in accordance with the Regulation ”On the Cyberpolice Department of the National Police of Ukraine”, approved by the order of the National Police of Ukraine), the tasks of the Cyberpolice Department of the National Police of Ukraine include: 1) to ensure the implementation of state policy in the field of combating crime; 2) to provide informational and analytical support of the officials of the National Police of Ukraine and bodies of state power with the status of resolving issues within their competence; 3) to implement state policy on preventing and combating criminal offenses, whose mechanisms of preparation, commission or concealment involve the use of computers, systems and computer networks, as well as telecommunications networks [7]. 
According to the data we received from the Cyberpolice Department, in the first decade of 2020, police officers have taken part in the investigation of 10,659 crimes, committed in the field of information technology. Of these: in the field of combating the circulation of illegal content and telecommunications - 731; counteraction to crimes in the banking sector - 3716; in the field of combating various types of online fraud - 3263; in the field of computer systems - 2949. 
As a rule, the primary target of most Internet criminals is bank accounts. Then follow fraud and crimes related to hacking computer systems and theft of personal data [8]. Today, these are the most common types of cybercrime. 
Another body that ensures cybersecurity is the Security Service of Ukraine (SSU). In accordance with paragraph 3 of Part 2 of Art. 8 of the Law of Ukraine “On Basic Principles of Cyber ​​Security of Ukraine”, the Security Service of Ukraine prevents, detects, terminates and discloses criminal offenses against peace and security of mankind committed in cyberspace. It also performs counterintelligence and operational-search activities aimed at combating cyber terrorism and cyber espionage; secretly checks the readiness of critical infrastructure objects for possible cyber-attacks and cyber incidents; counteracts cybercrime, the consequences of which may threaten the vital interests of the state; investigates cyber incidents and cyber-attacks on state electronic information resources; provides response to cyber incidents in the field of state security. 
The basic structural unit in the system of the SSU bodies is The Situational Center for Cybersecurity. The latter lays particular emphasis on the detection and neutralization of targeted cyber-attacks. Most often, such operations are carried out at the request of special services of foreign countries. These are usually threats of increased complexity. The objects of such cyber-attacks are important communication systems of government agencies and critical infrastructure management systems. 
In the first quarter of 2021, the SSU cyber experts prevented almost 350 potential threats to the information security of our country. 35 hackers and hostile propagandists were prosecuted, 14 criminals were convicted. In addition, the SSU cyber specialists have blocked 220 web resources used for criminal purposes since the beginning of the year [9]. 
The National Bank of Ukraine also belongs to the system of bodies that ensure cybersecurity. In accordance with the Regulations on monitoring banks’ compliance with the legislation on information security, cybersecurity and electronic trust services (hereinafter - the Regulations), a group of employees of the structural unit of the central office of the National Bank (it is called the Department) monitors banks’ compliance with the requirements for information security, cybersecurity and providing of qualified electronic trust services. 
[bookmark: _GoBack]In accordance with paragraph 8 of the Regulations, the Department administers planning of control on the basis of the risk-oriented approach, the latter resting on the results of: 1) implementation of the off-site and exit measures of control; 2) analysis of information from official sources on the activities of banks; 3) analysis of information, documents, reports received from banks in compliance with Regulation № 116; 4) processing of information on the assignment of the bank to the objects of critical infrastructure; 5) processing of information on the bank’s being regarded as a qualified provider of electronic trust services in the Trust List; 6) elaboration of conclusions on the current level of information security / cyber risks and its impact on the bank's cyber resilience, with a due regard to the available information on facts, events and circumstances in its activities. The inspection plan is approved by an administrative act of the National Bank and promulgated on the official website of the National Bank [10]. 
The implementation of the control mechanisms, envisaged by Resolution № 4, will enable the regulator to take decisions within the competence of the Certification Center. It will also allow to assess the effectiveness of the information security management system of the bank; the extent of the bank’s compliance with the requirements for the regulations of the National Bank on information security and cybersecurity; the level of bank’s managing the information on security risks and cyber risks, the system of internal control. 
In conclusion, it would be expedient to outline that the the system of law enforcement agencies that combat cybercriminals is rather multifunctional. It is obvious that its current structure will eventually require the adoption of specific changes with the purpose of increasing the efficiency of its activities. 
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